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Introduction

More and more applications are being accessed through wireless systems, including
commerce, medical, manufacturing, and others [Var00]. Wireless devices have become
an extension of corporate databases and individuals. Their security compromises are as
serious as any attack to the corporate database and may have damaging effects on the
privacy of individuals and the protection of assets of an enterprise. Wireless devices
include cedllular phones, two-way radios, PDAS, laptop computers, and similar. These are
normally portable devices with limitations of weight, size, memory, and power. The
increase in functions in cellular devices creates new possibilities for attacks. Sandard
attacks againgt the Internet may now take new forms. Lists of vulnerabilities are aready
available, showing flaws in many existing products [Iss, Mit].

Communicating in the wireless environment has its own issues and chalenges. It is
characterized by relatively low bandwidth and data rates, as well as higher error rates,
and the need for low power consumption (for mobile devices). The mobility of the nodes
in cases such as ad hoc networks adds another significant layer of complexity and
unpredictability.

There exist many different forms of wireless communications and networking [Sta02].
Some popular forms of wireless communications include:

Satellite communication: It uses mcrowave links, and provides global connection of
many network infrastructures. There are three basic classes of satellitess GEO
(Geostationary Earth Orbit), MEO (Medium Earth Orbit), and LEO (Low Earth Orhbit).

Cdlular networks: These are currently among the most widely used types of networks.
The geographic areais divided into cells. Each cell is serviced by a base station (BS) and
several base stations are served by a Mobile Telecommunications Switching Office
(MTSO) or a similar structure. The latter provides connection to the wired telephone
infrastructure. The new generation of cellular networks uses digital traffic channels,
encryption, error detection/correction, and allows channel access to be dynamicaly
shared by al users. Global System for Mobile communication (GSM) standard is widely
used. The configuration of atypical cellular network is shown in Figure 1.

Cordless systems. They are used inside homes and buildings, and provide wireless
communications between a cordless device such as atelephone and a base station.



Typicaly, TDMA (Time Division Multiple Access) and TDD (Time Division Duplex)
communication protocols are used in such systems.
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Figure 1 Configuration of a cellular network
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Wireless Local Loops (WLL): They are used to provide last mile connections from the
end user to the local switching telephone center. They have an advantage over their
wired counterparts in low cost and relative ease of instalation which can be done
selectively and on demand.



Mobile Internet Protocol (Mobile IP): It provides nomadic access from different access
points allowing the user to maintain connectivity as he/she moves from one access point
to another. Mobile IP includes processes of registration, move detection, agent
solicitation, and tunneling of data messages.

Wireless Local Area Networks (WLANSs): They have increased popularity due to their
characteristics of mobility, convenience, rapid deployment, and cost effectiveness, in
addition to the small size, and increased power and speed of wireless devices. Two
standards are typically used: IEEE 802.11 (Wi-Fi) and Bluetooth.

There are four types of WLANS:

LAN extensions. They allow connection between mobile wireless devices and a wired
network. Some exampl e applications are manufacturing stock exchange, and warehouses.

Cross-building interconnects: They allow fast wireless connections between buildings.
Microwave communications with dish shaped antennas are used. Thistypeis alink more
thanitisaLAN.

Nomadic access. It is used to alow communication between mobile devices such as
laptops, and PDA’ sto existing fixed wired networks. For example, applications can use
such systems to transfer data from wireless devices to the home, office, or campus
network.

Mobile ad hoc networks (MANETS): As mobile wireless computers and devices become
increasingly smart, small, portable, and powerful, the need to interconnect these devices
increases. MANETSs alow such conputing devices to establish networks on the fly
without any pre-existing infrastructure. Numerous applications exist using MANETs
such as disaster recovery, military missions, classrooms, and conferences. Multi-hop
routing is used to provide communication between nodes (e.g. laptops or computers
inside moving vehicles) that are out of range of each other. Each host provides routing
capabilities to the mobile network. MANETs have dynamic topologies as nodes are
allowed to move from one location to another, as well as join, and leave the network at
any time. Typicaly, these networks use Wi-Fi and Bluetooth which are discussed later in
this chapter.

The security of wireless systems can be divided into four sections:
Security of the application. This means the security of user applications and standard
applications such as email.
Security of the devices. How to protect the physical devicein caseit islost or stolen.
Security of the wireless communication. How to protect messages in transit.
Security of the server that connects to the Internet or other wired network. After this
server the information goes to a network with the usual security problems of a wired
network (not discussed here).

We now look at each aspect in turn.



Application security

Application devel opment

There are two common approaches for user applications in wirdess devices WAP
(Wirdess Application Protocol), and applications based on the two standard component
approaches, 2ZME and .NET. The latter include standard object-oriented applications or
goplications usng web services. Middleware software supports wirdess applications at
both the client and server sdes [Vau04]. Devices usng Bluetooth can use Java [jav] or
NET.

WAP

WAP is a thin-client (micro browser) development protocol, specifically designed for
development of user applications. WAP uses WML (Wireless Markup Language) and
WML Script to develop applications that can be interpreted at the browser and accessed at
the server using HTTP. WAP requires a gateway to the wired Internet, and cannot store
and process data locally.

WAP uses WTLS (Wireless Transport Layer Security) [Ash01]. This protocol provides
confidentiality, integrity, and authentication and uses RSA cryptography, but can also use
Elliptic Curve Cryptography. It is based on the IETF SSL/TLS protocols. WTLS
provides security for communications between the WAP wireless device and the WAP
gateway (discussed later). Current WAP devices use Class 2 WTLS, which enforces
server-side authentication using public key certificates similar to the SSL/TLS protocol.
Future Class 3 devices will also allow client—side authentication using certificates. This
level will use a WAP Identity Module (WIM), with mandatory support for RSA public
keys and optional support for elliptic curve cryptography.

Web services

A web service is a component or set of functions accessible through the web that can be
incorporated into an application. Web services expose an XML interface, can be
registered and located through a registry, communicate using XML messages using
standard web protocols, and support loosely-coupled connections between systems. Web
services represent the latest approach to distribution and are considered an important
technology for business integration and collaboration.

Wireless devices can access web services using SOAP (Simple Object Access Protocol).
Web services are still not widely used in portable devices [GraD4]. The limited
processing power of portable devices and the lack of network reliability are a serious
obstacle for a full implementation. Using appropriate gateway middleware, it is however
possible for portable devices to access web services.

There are severa toolkits that simplify the process of building applications using web
services. For example, Java-based client systems can use Sun ONE and kSOAP [Y ua02a],
while server-side systems can be built with Sun or IBM toolkits [ibm]. There are similar
tools for .NET-based systems. In addition to the specific designs used, security also
depends on the security of these component platforms [Fer04a).



The richness of web services brings dong a new set of security problems [Fer02]. All the
attacks that are possible in wired systems ae dso posshble in wirdess syssems usng web
savices, eg., viruses, buffer overflow attacks, message interception, denid of service,
etc. Web services introduce severd extra layers in the system architecture and we have to
consder the unique security problems of these layers. Since these are layers that run on
top of the platform layers, the security of the plaforms is gill fundamentd for the
security of the complete system. Wirdess systems using web services have to face, in
addition, the generd vulnerabilities of wirdess networks and may aso add new security
problems to these networks athough this aspect has not been explored in detail. There is
dso a variety of standards for web services security and a designer of wireless devices
should follow a least the most important ones to be able to have a credibly secure
gysdem. On the other hand, the extra layers bring more flexibility and fineness for
security; for example, encryption can be applied at the XML dement leve, authorization
can be gpplied to specific operations in a web service interface. This greater security
precison dlows goplying policies in afiner and more flexible way.

WAP applications have fewer security risks compared to web services. On the other
hand, their functiondity is consderably lower.

Personalized information

An important mobile gpplication aspect is the ddivery of persondized information to
subscribers [Dog02]. Using specidized interfaces users are able to select services offered
by some companies, for example, lists of stores who have sales, stock market derts, etc.
Some of these sarvices may be location dependent, eg., listss of nearby restaurants.
Clearly, the companies that provide these services need to control access to ther
cusomer information, which in addition to the usud information about credit and SSNs
includes now a privacy aspect (the company is able to track the client movements).

Access control to sensitive information in or through the device

The portable device may contain files that need to be redtricted in access and it is the
function of its operating system to peform this control. Control of types of access is
important; for example, a usr may play a song, but she may not copy it. This type of
control can complement other types of digita rights management.

When portable devices need to access corporate databases some type of Role-Based
Access Control (RBAC) is necessary, where users can access specific data related to
goplications such a  banking, shopping, hedth, navigation, and survelllance.
Management and enforcement of gpplication and inditution congraints can be performed
folowing PMI (Privilege Management Infrastructure) [Cha0l]. PMI is a standard of ITU
X.500.

Viruses and other malware

With increase in functions, the typical problems of larger systems are also appearing in
portable devices. One of these problems is attacks by viruses [Fol01]. The first portable
virus to appear was Liberty, followed shortly by Phage. The WML script language used



by WAP can also be a source of possible attacks [GhoO1]. The devices do not distinguish
between script code from the phone or downloaded from potentially insecure sites, al of
it executes with the same rights. An infected device can be used to launch denial of
service attacks on other devices or the network. Similarly to wired systems, \p-to-date
antivirus programs are needed. Companies such as Symantec, McAfee, and Trend Micro
have specialized products for handheld devices.

Downloaded contents

Downloaded contents may include malicious software Another issue is the control of
unauthorized copying of downloaded contents, such as music, wallpaper, and games.
Thisis aproblem of digital rights management.

Location detection
L ocation detectionis a problem unique to mobile devices. The actual location of the
device should be kept hidden in some cases for privacy or for strategical reasons.

It is possible to control accessto VLANS by associating users with access points. There
are products that can keep track of users and access points and use this information for
network administration [Cox04].

Operating system security

Portable devices have evolved from having ad hoc supervisors to standard operating

systems. Some systems use the Java run-time system as supervisor. High-end cell phones
run compl ete operating systems such as Palm OS or Microsoft Windows CE, and provide
|P networking capabilities for web browsing, email and instant messaging. Some typical

security features include:

A unigue device identifier—this can be provided and can be accessed by an
application.

A kernel configuration with enhanced protection ---this allows using the protected
kernel mode, instead of the full-kernel mode, while running threads to prevent
accessing certain physical memory.

Digital authentication in the dial-up boot loader—the dial-up boot loader is a
program in ROM used to upgrade the OS image file (NK.bin) using flash memory
or aremote server. The OS image file should be signed using digital encryption
to verify itsintegrity before it is downloaded.

Smartphone [mic04] is a Windows CE-based cellular phone that comes bundled with a
set of applications, such as address book, email, and calendar. The provider that sells the
Smartphone can limit the devices' ability to load and run programs. A locked cell phone
either restricts unsigned applications or does not run them at al. Depending on the
provider, an encryption key may be needed to run the application [AIf0Q].

It is clear that, similarly to larger systems, the operating system is fundamenta for
security. Since many of the security flaws of Microsoft’s operating systems come from
their general approach to systems design [Fer04], one should watch out for similar



problems in their small OSs. The utilities of the OS are the main culprit in the attacks that
have happened in wired systems and it is important to have utilities with strong security.
For example, some products attempt to improve the security of email systems [Kno0O4].

Device security

If a portable device is lost or stolen user authentication can prevent somebody from
gaining access to confidential information. Possibilities include PINSs, pass-phrases, and
biometrics. Some portable devices already have fingerprint readers [Rie00]. In networks
that only authenticate the device instead of the user, losing a device is more serious than
in networks that authenticate users or roles.

Communications security

An obvious problem of wireless communications is that they are very easy to intercept.
This implies that some form of encryption is a must for the confidentiality of messages.
The available approaches depend on the standard used. Cellular networks use GSM,
while WLANSs use two standard protocols:

- |EEE 802.11a (Wi-Fi) can reach up to 1800 feet (550 meters). Devices connect to
Access Points (APs), that have unique identifiers (BSS ID). APs are basically
transceivers that take the radio signals to the WLAN switch, which performs all
the required network management. WLAN switches support 802.11 at layer 2
and IP traffic at layer 3. The wireless network has a SSID (Service Set Identifier).
It is also possible to set up Peer-to-Peer (P2P) networks.

Bluetooth. A protocol for short-range (up to 100 meters) wireless networks.
Bluetooth devices are typically structured into ad-hoc networks.

We describe these protocols in more detail and discuss their security below.

|EEE 802.11 Wireless LAN Standard
It is the most widely used communications protocol for wireless LANs. The protocol
resides in the physical and data link layers of the OSI model. It defines functions and
specifications for the physical and MAC (Medium Access) layers. The MAC layer covers
three functional areas. Reliable data delivery, access control, and security. The protocol
defines different building blocks such as BSS (Basic Service Set) and ESS (Extended
Service Set). Each ESS consists of one or more BSS. Stations in a BSS compete for
access to the shared wireless medium. Most ad hoc network routing protocols are
designed and tested on top of the IEEE 802.11 protocol. Figure 2 shows the scope of the
|EEE 802.11 standard in reference to the layers of the OSI model. It shows how the data
link layer is actualy divided into the MAC and LLC (Logical Link Layer). The latter is
responsible for providing the yoper layers with three types of services, which are:
1. Unacknowledged connectionless service:
a. No flow and error control support.
b. No guarantee of datadelivery.
2. Connectionmode service:
a. Logica connection is set up between two users.
b. Flow and error control are provided.



3. Acknowledged connectionless service:
a. Thisserviceis across between previous two.
b. Datagrams are acknowledged.
c. No prior logical set up required.

OSl Reference 802.11 Reference
M odel M odel
Application
Presentation
Session
Protocols above
Transport 802.11
Network
Data Link Logi.cal Link Control Range of the
. Medium A ccess Control 802.11
Physical Physical Protocol

Figure 2 Correspondence of the IEEE 802.11 layersto the layers of the OS| reference mode.

802.11 uses Wired Equivalent Privacy WEP). WEP provides device or access point
authentication & well as message secrecy through a variant of the RC4 cryptographic
algorithm. The implementation of this algorithm has been shown to be flawed [isa].
Access to the wireless network is controlled using a static key.

WEP is being replaced by Wi-Fi Protected Access WPA). WPA supports the AES
encryption algorithm, provides effective key distribution, and can interact with RADIUS
or LDAP servers. Authentication is based on the 802.1X and the Extensible
Authentication protocol (EAP) and requires the use of an authentication server. An
aternative (or complement) is using SSL VPNs [Ave04]. Other specialized products
detect unauthorized access points and users.

WLAN switches apply security controls, including authentication (a comparison of some
of them is in [Che04]). Authentication can be provided localy or by connecting to a
RADIUS or LDAP server.



Because the RSA algorithm is rather inefficient in its use of key length, elliptic curve
cryptography (ECC) agorithms have been proposed [cer]. For example, an dliptic curve
algorithm with a key length of 150 bits takes 3.8 x 10 to the 10" MIPS-years to be broken
by brute force, while the RSA with akey length of 512 takes only 3 x 10 to the 4™ years,
However, this approach requires that all ECC users agree on a common set of parameters,
otherwise the extra information needed effectively extends the key [Fer99].

Bluetooth

Bluetooth is a wireless communications protocol, originated by Ericsson, that quickly
was adopted by many companies. It is intended to work in a close proximity
environment, such as homes, offices, classrooms, hospitals, airports, etc. Connections are
established using designated master and slave nodes.

Bluetooth uses application profiles for different devices, synchronous connection
oriented (SCO) for data, and asynchronous connectionless (ACL) links for voice, which
are multiplexed on the same RF link. Frequency-hopping spread spectrum with a high
1600 hops/sec rate is used to reduce interference, and provide low power, low cost radio
communications. It operates in the ISM band at 2.45 GHz with a transmission power of
1 to 100 mW, a range of 10 to 100 meters, a maximum bit rate of 1 Mbps, and an
effective data transfer rate of 721 Kbps.

Bluetooth provides authentication and message 128-bit encryption using hierarchical
keys. Devices can be discoverable or invisible. In discovery mode a device is visible to
any other device within range, which can make it vulnerable to attacks from those
devices.

GSv

GSM implements authentication based on a cryptographic challenge response protocol.
For encryption it uses the A5 algorithm. It also includes Anonymity using temporary
identifiers. Details of GSM security can be found in [ hac02].

Gateway server security

Gateways are devices that control the flow of traffic into or out of a network. Although
definitions differ, for this context a gateway can be thought of as a device that passes
packets between subnets (real or virtual), and performs operations above OSl layer 3
(session, flow controal, protocol conversion, and application specific). Gateways can also
be the source of vulnerabilities [JuuOla]. Gateways are important to wireless networks
and mobile wireless devices for several reasons:

Wireless networks do not afford the same physical levels of security as wired
networks. Due to resource constraints, mobile wireless devices are themselves
often less secure than wired devices. Wireless security gateways can protect a
wired network from untrusted wireless hosts.  Unlike firewalls, for which hosts
are either “inside the firewall” or “outside the firewall,” the distinction between
inside and outside is somewhat blurred for mobile wireless devices. A company’s



trusted workers may need “inside” kinds of connectivity while using wireless
devices. Conversdly, visitors may need “outside” kinds of connectivity while
connecting to the company’s wired network through an access point inside the
corporate firewall. Wireless security gateways address these issues by performing
two-way authentication and limiting access privileges on a per-device basis.

Mobile wireless devices often have limited resources that cannot support the same
protocols as wired devices. They may therefore use resource-sharing protocols
which must be translated in a protocol gateway to enable interaction with standard
Internet protocol services. For example, a WAP gateway trandates protocols in
the WAP suite, including WML (HTML), WML Script (CGl), WBMP (BMP),
WBXML (XML), WSP (HTTP), WTP (TCP/IP), WTLS (SSL), and WDP (UDP).
These kinds of trandation pose security issues both because the wireless protocols
are often less secure than the corresponding wired protocols, and because, in
trandation, encrypted data takes an unencrypted form inside the gateway.

Wireless devices often exist on subnets that do not support the full Internet
addressing scheme. For example devices may use |P addresses reserved for local
access only, or otherwise not support al of the capabilities needed for WAN
access. Gateways can provide a bridge between these local subnets and a broader
WAN, (i.e, Internet). Common SOHO wireless switches provide NAT to allow
local devices to al access the Internet using a single IP address. Similarly, a
Personal Mobile Gateway with WAN connectivity like GSM/GPRS can alow
Bluetooth, 802.11, or 802.15 devices on a PAN to have full Internet connectivity.
The fact that devices behind a NAT gateway do not have unique IP addresses has
implications for some security strategies (i.e., IPSEC-AH [Sta99)).

Mobile wireless devices may be involved in various sorts of commerce, such as
M-commerce and downloading multimedia streams with digital rights.
Depending on how you look at it, where conflicting privacy and ownership
interests come into play, “trusted gateways’ can bridge the no man’'s land, or
encapsulate the overlap as a trusted third party. This space is an area of active
research and is, as yet, not as well defined as the other gateway functions. |ssues
here are closely tied to digital rights management. See for example the
Shibboleth project [shi].

The Internet was built on “transparency” and the “end-to-end principle’. Roughly stated,
transparency “refers to the origina Internet concept of a single universal logical
addressing scheme, and the mechanisms by which packets may flow from source to
destination essentidly unaltered.” [rfc2775] The end-to-end principle holds that
functions of data transmission other than transport, such as data integrity and security, are
best left to the transmission endpoints, themselves. This allows applications to be
ignorant of the transport mechanisms, and transport systems to be ignorant of the data
being transported. Gateways, by their nature, violate one or both of these principles.

Gateway deployment strategies



At the basic network level, gateways are viewed as servers or end-systems. But gateways
create their own overlay networks and may be involved in ISO level 2 and level 3
routing. The use of gateways can greatly complicate problems of network management.
Their deployment should be carefully considered within a comprehensive network
coverage and security strategy.

The main reason for using a wireless security gateway is that intruders may gain access
through an insecure wireless access point and mount an attack on the internal network.

As indicated earlier, 802.11b, Bluetooth, and WAP are all potentially insecure. Access
points with stronger security are possible using Cisco or 802.1x protocols. Typicaly, a
large site or campus, will need many access points for good coverage. The cost of

numerous high-end access points and the problem of managing them, especially when
they are not al from the same vendor, is a mgor concern. A common strategy is to use
simple (“thin") access points and put one or more security gateways between all wireless
access points and the wired network. Then even if anyone can establish a connection to
an access point, they will be challenged at the gateway. The gateway might use IPSEC,
VPN, and/or LDAP encryption and authentication. Cisco also has LEAP which they are
pushing as PEAP for a standard. There are several products that include SSL VPNs and
gateways [Avedd].

Severa strategies are available to ensure that access points connect only to a gateway.
Access points could be physically wired on a separate subnet where gateways provide the
only bridge to the main wired network. Over alarge area, the need to maintain two wired
networks, one for access points, may be impractical. Multiple smaller networks can be
used, each with its own gateway. Multiple gateways can share a common, central
management tool — like CA or HP OpenView. They may also be aranged in
master/dave relationships, i.e., for configuration and fail-over. Another aternative is to
use access points that VPN tunnel to a single gateway, using the regular wired network as
the transport medium.

Gateways can grant different users different levels of trust. The easiest way to set this up
is to differentiate users by their IP address, and grant different levels of service (i.e,
bandwidth) and different kinds of access (i.e., specific protocols like ftp and http, and
specific destination hosts) using 1SO level 2 (IP address) and level 3 (protocol type)
filtering. Access classes can be grouped by role, and identified by predefined ranges of
|P address.

By grouping IP addresses, the IP address can also be used to distinguish between wired
and wireless clients, e.g., to deliver content appropriate to small or large screens, or to put
a WAP service behind the gateway or firewall. Other parameters, such as signal strength
will be harder to expose.

Basing access privilege on statically-assigned |IP addresses makes systems difficult to
manage and upgrade. Imagine having to change thousands of statically assigned IP
addresses to accommodate a new access policy. A better approach uses DHCP and MAC
addresses. The DHCP servers are configured with fixed MAC to IP address mappings



which are much easier to maintain and can be upgraded a needed. The dynamically
assigned IP address serves as a kind of token to gain specific levels of access. To hide
these 1P addresses from snoops, use one of the newer (or evolving) standards for level 2
encryption in the client and access point (i.e., Tunneled Transport Layer Security).

Gateway services

Any system granting access to clients should include a separate method for authenticating
the user. MAC addresses can be spoofed. The gateway may provide its own
authentication service, or act as a proxy for a remote authentication service available
elsewhere on the network. Various authentication services can serve this function,
including RADIUS and Windows Active Directory. Using an underlying operating
system’s authentication may allow the user to log in to both the network and a machine
with a single sign-in. 802.1x proposes this approach. A “captive portal” directs every
http request from a not yet authenticated user to the authentication service (and blocks all
other types of requests).

There are situations where wireless clients are not capable of performing a standard
authentication behavior. Sensors on a shop floor or in a wireless automotive network
might be examples. In these cases, with very limited privileges, statically assigned access
may be justified. But the security implications must be carefully considered and strong
encryption should be used.

Roaming is another issue that gateways can address. Roaming users may move out of
range of their current access point and into range of several aternative access points.
Handover delays may affect streaming applications like VolP and video. Secure access
points might require the user to be re-authenticated, while gateways offer other options.
The 802.11 Fast Roaming Study Group and 802.21 working group are looking for
standard ways to address roaming, as is a partnership among Proxim, Avaya, and
Motorola.

WAP devices use WTLS instead of SSL, due to the assumed WAP client’s resource
constraints. The basic WAP configuration involves a WAP gateway that translates
between the various WAP protocols and the corresponding Internet protocols. The WAP
gateway tranglates between WTLS and SSL by decrypting the message as it comes in and
then re-encrypting it in the other protocol before passing it on. Decrypting the message
in the WAP gateway is only one of many WTLS vulnerabilities [JuuOlb, Saa99]. Better
security can be achieved by using an encryption protocol in the layer above WTLS/SSL
that works directly between the client and server endpoints.

PKI-based encryption is the logica candidate for end-to-end encryption, e.g., for M-
Commerce applications. But PKI is resource intensive. The special processing could be
handled by a SIM/WIM smartcard, but smartcards add cost to small devices. Research is
currently underway to use a remote server to perform the heavy processing part of the
RSA/ECC algorithm implementation, while still holding all key parameters in secrecy by
the client [eti].



Resource overhead for even basic internet connectivity can be an issue for very small
devices, such as those imagined for wearable and ubiquitous computing. A specia class
of gateway, called personal mobile gateway (PMG), has WAN capability (eg.,
GSM/GPRS) and shares it with other little devices with PAN connectivity (i.e., Bluetooth,
802.11, 802.15). The delegation can be genera, or specific to the type of applications
needed (SMS, voice, digital photos, video, etc.) Security issues at this level are beyond
the scope of this discussion.

Government wireless installations are required to meet the NIST FIPS 140-2 standard for
cryptographic modules [nis]. RADIUS does not meet this standard. For such
applications a FIPS 140-2 compliant gateway and corresponding authentication server
software must be used. The physical vulnerability of gateways in unattended locations
may also need to be addressed. By encasing the gateway’s circuitry in a special hardened
plastic security potting resin, any attempt at physical tampering will be easily recognized.

In any discussion of security and gateways the limitations of gateways must be
emphasized. Gateways form part of a perimeter defense for wired networks. They do
not solve the vulnerability of any network to insiders with malicious intent. In addition,
while the gateway strategy addresses the threat to the network from malicious wireless
devices, it doesn't protect wireless devices from malicious access points.

Thefuture

There is serious concern about the vulnerabilities of wireless systems. The easy access to
the medium by attackers is a negative aspect compounded by the design errors in the
early protocols [Arb03, JuuOlb, Saa99]. The US Department of Defense recently issued
Directive 8100.2 that requires encrypting al information sent in their networks according
to the rules of the Federal Information Processing (FIP) standard [dod]. The provision
also calls for antivirus software. It is interesting to observe that their concern is again
mostly about transmission and they don’t seem to be worried about the other aspects of
Ssecurity.

On the other side, Ashley et al. arrived to the conclusion that WAP provides excellent
security [Ash01]. It is true that Wi-Fi is becoming more secure and Bluetooth appears
reasonably secure but they (and WAP) cover only some of the security layers. A basic
security principle indicates that security is an al-layer problem, one or more secure layers
is not enough [Fer04a]. While some of the layers are till insecure, it is not possible to
have true security.

Third generation systems will have voice quality that is comparable to public switched
telephone networks. Voice over IP will bring its own set of security problems. The new
systems will have also higher data rates, symmetrical and asymmetrical data transmission
rates, support for both packet and circuit switched data services, adaptive interface to the
Internet to reflect common asymmetry between inbound and outbound traffic, more
efficient use of available spectrum, support for wide variety of mobile equipment, and
more flexibility. All of these are the potential sources of new security problems.



As mentioned earlier, web services are not delivered directly to portable devices but
transformed in the gateway. Most of the use of web services for mobile systems is now
between servers [Gra04]. However, this situation is changing and predictions indicate
that web services in cell phones will be arriving soon In fact, Nokia just announced a
Service-Oriented Architecture for smart mobile phones [Yua04]. Security will be an
important issue for this generation of smart and complex devices.

Security patterns is a promising area to help designers build secure systems [Fer0O4b].
Severa patterns have been found in the Bluetooth architecture, including versions of the
Broker, Layers, Lookup, and Bridge patterns [ Gam95]. However, no security patterns for
wireless systems have been found yet. Thisis an areato explore.
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